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Abstract. Neural networks are increasingly used in safety-critical appli-
cations such as medical diagnosis and autonomous driving, which calls for
the need for formal specification of their behaviors. In this paper, we use
matching logic—a unifying logic to specify and reason about programs
and computing systems—to axiomatically define dynamic propagation
and temporal operations in neural networks and to formally specify com-
mon properties about neural networks. As instances, we use matching
logic to formalize a variety of neural networks, including generic feed-
forward neural networks with different activation functions and recur-
rent neural networks. We define their formal semantics and several com-
mon properties in matching logic. This way, we obtain a unifying logical
framework for specifying neural networks and their properties.
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1 Introduction

Neural networks have been used in an increasing number of cutting-edge appli-
cations, especially safety-critical ones, such as autonomous vehicle control [2,10],
healthcare [1], and cyber security [11,35]. Due to the impressive performance of
neural networks in prediction accuracy and efficiency, a wide range of systems
have incorporated them as decision-making components.

Feed-forward neural networks (FNNs) [33], which generally include convolu-
tional neural networks (CNNs) [24], are the quintessential neural network mod-
els. As the name suggests, information in FNNs flows across the network, from
the input layer, through the intermediate layers (also called hidden layers), to
the output layer. Another popular type recurrent neural networks (RNNs) [16]
are designed for processing sequential data [42], which have achieved tremendous
success and powered many important commercial applications [37].

Along with the widespread application of neural networks to mission-critical
domains, concerns with regard to their safety and reliability arise. This high-
lights the importance of providing a formal and rigorous specification frame-
work for neural networks, wherein the neural network specification could further
lend itself to proof certification and model checking for safety guarantees about
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the neural network behaviors. An ideal specification framework should support
different activation functions, network architectures, and various properties ded-
icated to neural networks. In addition, it should admit the flexibility of incorpo-
rating new activation function designs, operations, and properties that arise in
the rapidly developing field of machine learning.

Although the last few years witnessed a growing interest in formal verifi-
cation of neural networks [3,4,13–15,17,22,32,38–40,44,45,47,49,51], there are
few attempts in the development of specification frameworks to characterize neu-
ral network behaviors. [25] proposes a logical formalism, ReLU temporal logic
(ReTL), for feed-forward networks using ReLU activation function [27], which
extends linear temporal logic [30,31] with terms capturing data processing in
ReLU networks. Albeit the popularity and piece-wise linear characteristic of
ReLU networks, ReTL confined to a specific type of network falls short in provid-
ing a unifying logical framework for the specification of generic neural networks
with different activation functions and architectures. [34] explores the specifi-
cation of some properties dedicated to neural networks without considering the
network itself, and organizes the properties along two dimensions: semantic clas-
sification and trace-theoretic classification. [36] introduces a framework DNNV
focusing on standardizing the network and property format of verifiers by per-
forming network simplification, property reduction, and translation. Therefore,
the problem of finding a unifying logic that can serve as a specification frame-
work for all types of neural networks, is yet to be addressed. In comparison with
existing verification techniques, a unifying logical framework aims to provide
rigorous definitions of formal semantics for different types of neural networks.
On this basis, the behavior correctness of neural networks such as the robust-
ness property can be specified as a logical formula and proved by generating
machine-checkable proof certificates.

In this paper, we initiate an attempt to present a unifying logical framework
for the formalization of neural networks using matching logic [7]. This framework
builds on the patterns and pattern matching semantics of matching logic and
leverages its key insight of capturing a new specification (also called a theory)
based on a simple and minimal core. Specifically, we define a general logical
framework to characterize the linear operations, dynamic propagation, and tem-
poral behaviors of neural networks. It turns out the proposed logical framework
not only subsumes ReTL (Sect. 4), but also offers good extensibility to neural
network variants with different activation functions, as well as realistic neural
network architectures such as RNNs (Sect. 5) and CNNs (see [52, Appendix C]).
For the logical formalism ReTL, we prove equivalence theorems to show that
our definitions are syntactically and semantically faithful. Based on this logical
framework, the correctness of neural network behaviors can be further guaran-
teed by the existence of formal proofs for safety properties of interest, which are
encoded as machine-checkable proof objects and generated leveraging existing
verification practices.

To sum up, the primary contributions of this work are:

1. We present a unifying logical framework for specifying and reasoning about
neural network behaviors based on matching logic (Sect. 3).
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2. We define ReTL in our logical framework and prove the correctness of the
definition by the equivalence theorems (Theorems 1 and 2). We establish
formal semantics in the form of standard models for generic FNNs with a
variety of activation functions (Sect. 4).

3. We define formal semantics for RNNs with specialized operations and archi-
tecture design to process sequential data (Sect. 5).

4. We show the formal specifications of common neural network properties,
including robustness, interval, monotonicity, and fairness, based on our logical
framework (Sect. 6).

2 Preliminaries

2.1 Neural Networks Preliminaries

Neural networks consist of layers of computation units, interconnected in a feed-
forward manner or integrated with loops/cycles in the network. The former
type is known as feed-forward neural networks and the representative of the
latter type is recurrent neural networks. Convolutional neural networks are a
specialized version of feed-forward neural networks with their operations and
architectures designed for computer vision tasks.

A general feed-forward neural network containing L + 1 layers of intercon-
nected neurons (with the first layer as the input layer) can be described by a set
of matrices {Mi}L

i=1 and bias vectors {bi}L
i=1 for the computation of affine trans-

formations, followed by a pointwise activation function for nonlinear transforma-
tions. Activation functions allow effective backpropagation to learn the mappings
between the network inputs and outputs. For classification tasks, softmax func-
tion is usually used as the activation function for the output layer, giving the
probability of the input being classified in each label.

One of the most popular neural networks used in practice is the feed-forward
neural network with the ReLU activation function (ReLU network in short). We
present the mathematical description of layer-by-layer forward computation in
ReLU networks in the following:

– The affine transformation is performed first to obtain an intermediate vector
for each layer i from the previous layer i− 1: vi = Mi · vi−1 + bi for 1 ≤ i ≤ L
where v0 is the vector on the input layer.

– The pointwise application of ReLU is then performed on layer i except the
output layer, which presents the final vector representation: v′

i = relu(vi) for
1 ≤ i ≤ L − 1.

In the case of the output layer (i.e., i = L), v′
L = softmax (vL). The final pre-

dicted label is y = arg max1≤j≤n v′
L[j]. We often leave out the activation function

softmax on the output layer in the prediction phase. It would not affect the pre-
dicted label as the value comparison results between the vector components stay
the same without the application of softmax .
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2.2 Matching Logic Preliminaries

In this section, we review the syntax and semantics of matching logic following
[6], and then introduce the definitions of several important constructs.

Matching Logic Syntax. Matching logic is a logical formalism that specifies
and reasons about structure by means of patterns and pattern matching. Match-
ing logic formulas, called patterns, are built using variables, symbols, a binary
construct called application, the standard FOL constructs ⊥, →, ∃, and the least
fixpoint construct μ. Variables in matching logic include a set EV of element
variables denoted x, y, . . . , and a set SV of set variables denoted Y,Z, . . . .

Definition 1. A matching logic signature Σ is a set of (constant) symbols
denoted σ, σ1, σ2, . . . . The set of (Σ-)patterns is inductively defined as follows:

ϕ ::= x | Y | σ | ϕ1 ϕ2 | ⊥ | ϕ1 → ϕ2 | ∃x . ϕ | μY . ϕ

where in μY . ϕ, we require that ϕ is positive in Y , i.e., Y is not nested in an
odd number of times on the left-hand side of an implication ϕ1 → ϕ2.

Pattern ϕ1 ϕ2 is called an application. For example, succ zero is a pattern
matched by the successor of 0, i.e., 1, where succ ∈ Σ represents the succes-
sor function. Other connectives such as ¬ and ∨ are defined in the usual way.

Matching Logic Semantics. Matching logic has pattern matching semantics
and each pattern is interpreted in a model as the set of elements that match it.
We first define matching logic models.

Definition 2. A matching logic Σ-model consists of

1. a nonempty carrier set M ;
2. the interpretation of application: an application function • : M × M →

P(M), where P(M) is the powerset of M ;
3. the interpretation of symbols: Mσ ⊆ M as a subset of M for σ ∈ Σ.

Note that application and symbols are interpreted to return a set of elements
in matching logic models. Next, we define variable and pattern valuations.

Definition 3. Given a model M , a variable valuation is a function ρ : (EV ∪
SV ) → (M∪P(M)) such that ρ(x) ∈ M for x ∈ EV and ρ(Y ) ⊆ M for Y ∈ SV .
We define pattern valuation |ϕ|M,ρ inductively as follows:

1. |x|M,ρ = {ρ(x)} for x ∈ EV
2. |Y |M,ρ = ρ(Y ) for Y ∈ SV
3. |σ|M,ρ = Mσ for σ ∈ Σ
4. |ϕ1 ϕ2|M,ρ =

⋃
ai∈|ϕi|M,ρ,i∈{1,2} a1 • a2

5. |⊥|M,ρ = ∅
6. |ϕ1 → ϕ2|M,ρ = M \ (|ϕ1|M,ρ \ |ϕ2|M,ρ)
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7. |∃x . ϕ|M,ρ =
⋃

a∈M |ϕ|M,ρ[a/x]

8. |μY . ϕ|M,ρ = lfp(A �→ |ϕ|M,ρ[A/Y ])

Here, lfp(A �→ |ϕ|M,ρ[A/Y ]) denotes the smallest set A such that A =
|ϕ|M,ρ[A/Y ], where the existence of the unique least fixpoint is guaranteed by
the Knaster-Tarski theorem [43] (see also [7, Section IV.B]).

We now define the matching logic validity.

Definition 4. Given M and ϕ, M � ϕ iff |ϕ|M,ρ = M for all ρ. Let Γ be a
theory; that is a set of patterns which we call axioms. M � Γ iff M � ϕ for all
ϕ ∈ Γ . Γ � ϕ iff M � Γ implies M � ϕ for all M .

Important Constructs. Several mathematical constructs that are of practical
importance, such as equality, membership, set inclusion, sorts, many-sorted func-
tions and partial functions, can be defined in matching logic. Here we present the
definitions of many-sorted function and partial function. Detailed definitions and
notations of other mathematical constructs can be found in [52, Appendix A.2].

A many-sorted function f : s1 ×· · ·× sn → s can be defined as a symbol, and
axiomatized by the following axiom:

(Function) ∀x1 : s1 · · · ∀xn : sn .∃y : s . f(x1, · · · , xn) = y

Note that the (Function) axiom guarantees that there is exactly one element
y because if there exists y′ such that f(x1, · · · , xn) = y′, then y = y′.

Similarly, a many-sorted partial function f : s1 × · · · × sn ⇀ s can be defined
as a symbol, and axiomatized by the following axiom:

(Partial Function) ∀x1 : s1 · · · ∀xn : sn .∃y : s . f(x1, · · · , xn) ⊆ y

3 Unifying Logical Framework for Neural Networks

In this section, we present our logical framework for unifying specification of
neural network behaviors based on matching logic. We provide a complete formal
definition of its main constructs for linear operations, dynamic propagation, and
temporal behaviors in neural networks.

3.1 Defining Linear Operations

In this subsection, we show how the vector space in neural networks can be char-
acterized and defined as patterns of matching logic. The most common compu-
tation operations in neural networks are linear operations on the vector space,
which are defined as follows.
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Definition 5. Let Nat, Vector and Matrix be the sorts of natural numbers, vec-
tors and matrices, respectively. We define the following symbols:

[ ] : Vector × Nat ⇀ Vector

+ : Vector × Vector ⇀ Vector

· : Matrix × Vector ⇀ Vector

The projection symbol [ ] takes a vector v and a natural number k, and returns
the k-th component of v (as a vector of length 1) when k ≤ len(v). The addition
symbol + takes two vectors v, w, and returns v + w when v and w are of the
same length. The matrix multiplication symbol · takes a matrix M and a vector
v, and returns M ·x when the number of columns of M , denoted col(M), equals
the length of v. Note that the above symbols are partial functions as stated
by the (Partial Function) axioms. They are undefined in the cases of vector
dimension exceedance, vector dimension inequality, matrix dimension mismatch,
etc.

The comparison operators for the Vector sort are specified in the following
way. For any two vectors v = (vi)n and w = (wi)n of length n, we denote v = w
iff vi = wi for every 1 ≤ i ≤ n. We denote v ≥ w iff vi ≥ wi for every 1 ≤ i ≤ n.
Other comparison operators are defined in a similar way.

Definition 6. Let Layer be the sort of network layers and Term be the sort of
functions that map a layer to a vector. We define the partial function

eval : Term × Layer ⇀ Vector

to evaluate a term at a given layer.

The key insight of introducing the Term and Layer sorts, as well as the eval
symbol is to fully capture the dynamic propagation in neural networks. Recall
that in feed-forward neural networks, the transformation parameters in terms
of matrices, bias vectors, and activation functions are configured differently at
different layers. By introducing Term, the layer information is captured implicitly
in the function term. The transformation can be configured accordingly given the
element in the Layer sort. For example, when we compute one-step forward linear
transformations in a network, matrix Mj and bias vector bj can be configured
according to the layer position j given by the (argument) sort Layer of symbol
eval.

We declare a subsort relation Vector ⊆subsort Term, since each vector v in
Vector sort can be regarded as a constant term, which is axiomatized as:

(Constant Term) ∀v :Vector ∀l : Layer . eval(v, l) = v

This allows us to characterize patterns of Vector sort as patterns of Term sort
in a consistent manner, where the (Constant Term) axiom is automatically
assumed for elements in Vector sort. The symbols for Vector sort are propagated
and overloaded with respect to Term sort, which also leads us to the correspond-
ing axiom for each symbol.
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Definition 7. Let Layer and Term be the sorts of layers and terms, and eval be
the evaluation function in Definition 6. We define the following symbols:

[ ] : Term × Nat ⇀ Term

+ : Term × Term ⇀ Term

· : Matrix × Term ⇀ Term

as well as the following propagation axioms:

(Projection) eval(t[k], l) = eval(t, l)[k]
(Addition) eval(t1 + t2, l) = eval(t1, l) + eval(t2, l)
(Matmult) eval(M · t, l) = M · eval(t, l)

where the universal quantification with respect to sorts Term, Layer, Nat, and
Matrix are defined in the expected way.

The above axioms state that a term t on the layer set can be lifted pointwise (i.e.,
layer-wise) to incorporate symbols for projection, addition, and matrix multipli-
cation. Intuitively, (Projection) states that pointwise projection t[k] maps any
layer l to the k-th vector component to which term t maps. (Addition) axiom-
atizes the pointwise addition t1 + t2, which maps any layer l to the sum of the
vectors to which the (argument) terms t1 and t2 map. (Matmult) axiomatizes
the pointwise multiplication M · t, which maps any layer l to the multiplication
result of the constant matrix M and the vector to which term t maps.

3.2 Defining Dynamic Propagation

Neural networks achieve prediction by performing dynamic (forward) propaga-
tion from the input layer to the output layer. On each layer, a neural network
computes a new vector through the layer-to-layer transformations. We show
the mathematical description of the dynamic transformations for a feed-forward
ReLU network in Sect. 2.1, where the vector of the successor layer is attained by
first computing the affine (linear) transformations of the given vector and then
applying the nonlinear activation function. This computation process continues
until a vector representation reaches the output layer.

To capture such dynamic computation flows through the network layers, we
define the following function:

next : Term → Term

Recall that the elements in Term sort are functions that map layers to vectors
which are computed with properly configured transformations (dependent on
the layer position). We introduce the next symbol to allow the function term to
update; that is, the mapping from layers to the feature vectors, in order to specify
the forward propagation across the network. We illustrate the mechanism of the
next symbol in the following example. For a neural network with L + 1 layers,
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we denote the transformation functions between adjacent layers as f1, f2, · · · , fL

where fi (1 ≤ i ≤ L) is the transformation function from layer i − 1 to layer i.
The next symbol satisfies that for all terms t, for layers 1 ≤ l ≤ L:

eval(next(t), l) = fl(eval(t, l − 1))

Intuitively, the new term next(t) represents the updated function term that
maps layers to the vector representation after one-layer forward computation
with regard to the layer transformations. Specifically, for the feature vector vl of
layer l characterized by the updated term as eval(next(t), l), it is the computation
result of applying the transformation function fl to the feature vector vl−1 of
the previous layer specified as eval(t, l − 1). And the layer position l settles the
configuration of the corresponding transformation function.

We have seen how the next function characterizes the forward flow of the vec-
tor representation across the layers. Other symbols that characterize the dynamic
behaviors of neural networks can be defined in a similar way. For example, we
define the function shift to allow the information to flow backward.

shift : Term → Term

(Shift) ∀t :Term ∀l : Layer . eval(shift(t), l) = eval(t, l + 1)

Intuitively, the symbol shift takes a term t and returns a new term that maps
a layer to the vector representation originally configured on the successor layer
after one-step backward shift. Note that shift makes no update to the feature
vectors, but only changes the mapping from layer positions to feature vectors.

3.3 Defining Atomic Formulas and Temporal Operations

To reason about neural network behaviors, the framework needs to support
constraint specifications on intermediate feature vectors and output vectors with
respect to an oracle, which often comes in the form of a geometric region in the
vector space. Therefore, we design the following constructs as atomic formulas
to capture the vector constraints with regard to different layer positions.

t1 = t2 ≡ ∃l : Layer . l ∧ eval(t1, l) = eval(t2, l)
t1 ≥ t2 ≡ ∃l : Layer . l ∧ eval(t1, l) ≥ eval(t2, l)

The pattern t1 = t2 is matched by the layers such that the vectors to which
t1 corresponds are equal to the ones t2 corresponds to. Note that we use exis-
tential quantification over layers to obtain the union set of layers of which the
corresponding feature vectors satisfy the required constraints. We overload the
equality notation to define patterns with respect to terms, which are interpreted
as matching elements in the Layer sort. Similar interpretation applies to the
pattern t1 ≥ t2. The intuition behind the above definitions is to specify the
constraint with regard to the vectors (on the intermediate and output layers)
as membership inquiries on layers, that is, to determine whether a layer is a
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member of the set of layers that match the required constraint. Other atomic
formulas in the form of comparison operators like >,<,≤, �= can be derived by
the propositional connectives, e.g., t1 < t2 ≡ ¬(t1 ≥ t2).

Neural networks can be regarded as transition systems whose states are the
layers and the vector values on them. To specify layer transitions, we introduce
the symbol X : Layer → Layer, which takes a layer and returns its predecessor
layer in a neural network. The pattern Xϕ is matched by layers whose direct
successor layers match ϕ. This construct allows us to specify and reason about
behaviors of arbitrary layers. For example, we can reason about the i-th step
unrolled recurrent layer we are interested in by transiting to this specific state
through the X symbol. Other temporal operations can be derived from the sym-
bol X and the μ-binder. ϕ1 U ϕ2 is defined as μY . ϕ2 ∨ (ϕ1 ∧ XY ) where Y is
the set variable of Layer sort.

4 Instance: Feed-Forward Neural Networks

In this section, we instantiate the generic logical framework for neural networks
in Sect. 3 with feed-forward neural networks (FNNs) and obtain a formal seman-
tics of FNNs in matching logic. Among different types of FNNs, due to the
computational simplicity and piece-wise linear property of the ReLU function,
ReLU networks have rapidly become the most popular networks in practical
applications. A recent logic design ReTL [25] is introduced to specify and reason
about the behaviors of ReLU networks. We will first introduce the logical for-
malism ReTL. We then demonstrate how ReTL can be defined and subsumed
in the proposed logical framework. We finally show the generalization of our
framework to feed-forward network variants with different activation functions.

4.1 ReTL: A Logic for ReLU Networks

We give an overview of ReTL designed for specifying and reasoning about ReLU
networks. The syntax of ReTL defines terms and formulas. Formally, ReTL terms
are inductively defined by the following grammar:

ReTL terms t ::= v | x | t[i] | t1 + t2 | Mt | ©kt

where t[i] is the projection of t on the i-th component; t1 + t2 is the addition of
t1 and t2; Mt is the multiplication between a (concrete) matrix M and a term
t; and ©kt denotes the transformed (future) value of t in k-th next layer.

ReTL formulas are then built from formulas such as t1 = t2 and t1 ≥ t2
where t1 and t2 are terms of the same length, propositional connectives such as
¬ and ∧, FOL-style quantification, and temporal operators Xϕ (“next” ϕ) and
ϕ1 U ϕ2 (ϕ1 “until” ϕ2). Formally,

ReTL formulas ϕ ::= t1 = t2 | t1 ≥ t2 | ¬ϕ | ϕ1 ∧ ϕ2 | ∃x . ϕ | Xϕ | ϕ1 U ϕ2

The semantics of ReTL is defined with regard to a ReLU network N (with
L + 1 layers), a layer position 0 ≤ l ≤ L, and a valuation ρ that assigns each
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vector variable to a vector of proper length. The semantics of ReTL terms are
inductively defined as follows:

– |v|ReTLN,ρ,l = v for any vector constant v.
– |x|ReTLN,ρ,l = ρ(x) for any vector variable x.
– |t[i]|ReTLN,ρ,l is the i-th element of |t|ReTLN,ρ,l.
– |t1 + t2|ReTLN,ρ,l = |t1|ReTLN,ρ,l + |t2|ReTLN,ρ,l.
– |Mt|ReTLN,ρ,l = M |t|ReTLN,ρ,l.
– The semantics of |©kt|ReTLN,ρ,l are defined in several cases:

(1) if k = 0, then |©kt|ReTLN,ρ,l = |t|ReTLN,ρ,l,
(2) if k > 0 and l + k < L, then |©kt|ReTLN,ρ,l = relu(Ml+k |©k−1t|ReTLN,ρ,l + bl+k),
(3) if k > 0 and l + k = L, then |©kt|ReTLN,ρ,l = ML|©k−1t|ReTLN,ρ,l + bL,
(4) if l + k > L, the term is undefined.

ReTL formulas t1 = t2 and t1 ≥ t2 are interpreted as |t1|ReTLN,ρ,l = |t2|ReTLN,ρ,l

and |t1|ReTLN,ρ,l ≥ |t2|ReTLN,ρ,l, respectively. The satisfaction relation |=ReTL of ReTL
formulas is defined as follows:

– N, ρ, l |=ReTL t1 = t2 iff |t1|ReTLN,ρ,l = |t2|ReTLN,ρ,l.
– N, ρ, l |=ReTL t1 ≥ t2 iff |t1|ReTLN,ρ,l ≥ |t2|ReTLN,ρ,l.
– N, ρ, l |=ReTL ¬ϕ iff N, ρ, l �|=ReTL ϕ.
– N, ρ, l |=ReTL ϕ1 ∧ ϕ2 iff N, ρ, l |=ReTL ϕ1 and N, ρ, l |=ReTL ϕ2.
– N, ρ, l |=ReTL ∃x ∈ R

n . ϕ iff there exists v ∈ R
n such that N, ρ[v/x], l |=ReTL

ϕ, where ρ[v/x] denotes the valuation with ρ[v/x](x) = v and ρ[v/x](y) = ρ(y)
for all y �= x.

– N, ρ, l |=ReTL Xϕ iff l < L and N, ρ, l + 1 |=ReTL ϕ.
– N, ρ, l |=ReTL ϕ1 U ϕ2 iff there exists some k ≥ l and k ≤ L such that

N, ρ, k |=ReTL ϕ2 and N, ρ, j |=ReTL ϕ1 for l ≤ j < k.

4.2 Defining ReTL in Matching Logic

The syntax and semantics of ReTL terms can be subsumed by the Term sort
(including Vector as the subsort), the symbols for linear operations and dynamic
propagation in our logical framework. However, the definition of ©kt in ReTL
for k-step forward transformations is not trivial. In the following, we show how
to capture the syntax and semantics of the operation ©kt for k-step dynamic
computation using the next and shift symbols. We use nextk and shiftk as the
shortcut for k continuous application of next and shift in the following context.

With the next symbol defined for the forward propagation of feature vectors
and the shift symbol for the backward layer shift, the ©kt operation can be
defined as:

©kt ≡ shiftk(nextk(t))

Thus, for a given layer l, we have

eval(©kt, l) = eval(nextk(t), l + k)
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Recall that the satisfaction relation in ReTL is evaluated with regard to a cer-
tain layer l. Through defining ©kt with k-step forward propagation and k-step
backward shift, the interpretation of ©kt is consistent with the semantics in
ReTL, where the forward propagation of the vector representation from l to
l+k is followed by backward shift from layer l+k to l. This way, the satisfaction
relation can be evaluated with regard to layer l.

The forward propagation for arbitrary steps can be captured by repeating
the application of next accordingly without introducing a variable indicating how
many forward steps to take. As the next symbol involves no layer shift operations,
the updated vector representation is taken on layer l + k, which also indicates
the correct configuration of next step forward transformations (from layer l+k).

Note that in ReTL, ©kt is not equivalent to ©1 · · · ©1︸ ︷︷ ︸
k

t. It can be seen more

evidently in matching logic, where ©kt ≡ shiftk(nextk(t)), but

©1 · · · ©1︸ ︷︷ ︸
k

t = shift(next(· · · shift(next
︸ ︷︷ ︸

k

(t)) · · · ))

Since next and shift are not commutable when shift changes the configured layer
transformation to the predecessor layer, the equivalence does not hold when the
linear mappings of network layers are different from each other, which is common
in practice.

To sum up, we showed that the syntax and semantics of ReTL terms and
formulas are precisely captured by matching logic patterns, using the built-in
constructs for propositional connectives, quantification, and temporal operators
in matching logic, without needing to introduce additional logical symbols.

4.3 Defining Standard Models of Feed-Forward ReLU Networks

In this subsection, we establish formal semantics of feed-forward ReLU networks,
which are defined in the form of standard models.

Definition 8. Let N be a ReLU network with L + 1 layers. A standard model
MN for N consists of:

1. Carrier set, which is the disjoint union of the following:
– The carrier sets of the Nat, Vector, and Matrix sorts are defined in the

usual way.
– The carrier set of sort Layer is MN

Layer = {0, 1, · · · , L}, i.e., the set of the
network layers.

– The carrier set of sort Term is the set of functions MN
Term that map network

layers to vectors.
2. Symbol interpretations:

– The projection, addition, and matrix multiplication symbols are inter-
preted in the usual way.
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– The eval and shift symbols are interpreted as functions MN
eval and MN

shift

straightforward from their definitions. MN
eval is the partial function map-

ping a term and a layer (arguments) to a vector; MN
shift is the function

that maps a term to a new term satisfying Axiom (Shift).
– The next symbol is interpreted as MN

next, the unique function that satisfies
the following property

MN
eval(M

N
next(t), l) =

⎧
⎪⎨

⎪⎩

MN
eval(t, 0) if = 0

relu(Ml · MN
eval(t, l − 1) + bl) if ≤ l < L

ML · MN
eval(t, L − 1) + bL if = L

– The X symbol is interpreted as the function that satisfies

MN
X (l) =

{
{l − 1} if 1 ≤ l ≤ L

∅ if l = 0

Recall that any ReTL term t and formula ϕ can be defined as a matching
logic pattern. Theorems 1 and 2 show that the definitions of ReTL terms and
formulas in our logical framework are syntactically and semantically faithful.

Theorem 1. Let t be an ReTL term. Then |eval(t, l)|MN ,ρ = {|t|ReTLN,ρ,l}.
Theorem 2. Let ϕ be an ReTL formula. Then l ∈ |ϕ|MN ,ρ iff N, ρ, l |=ReTL ϕ.

Note that |eval(t, l)|MN ,ρ evaluates to a singleton set, while |t|ReTLN,ρ,l evaluates
to a single element. Please refer to [52, Appendix B] for proof details.

4.4 Instances of Neural Networks Using Other Activation Functions

We have established that ReTL can be subsumed in the proposed logical frame-
work. In this subsection, we show that this framework allows us to generalize to
neural networks using other nonlinear activation functions, without the need to
define a new logical formalism specialized for neural networks with new activa-
tion function design as nonlinear mapping [9,23]. In the following, we present an
example of FNNs that use tanh as the nonlinear activation function [20].

Definition 9. Let N be a feed-forward neural network with tanh as the activa-
tion function and L + 1 layers. A standard model MN for N consists of:

1. The next symbol is interpreted as MN
next, the unique function satisfying that

MN
eval(M

N
next(t), l) =

⎧
⎪⎨

⎪⎩

MN
eval(t, 0) if = 0

tanh(Ml · MN
eval(t, l − 1) + bl) if ≤ l < L

ML · MN
eval(t, L − 1) + bL if l = L

2. Everything else is the same as Definition 8.

Formal semantics of all the variants of FNNs [9,23,26,28], including
CNNs [52, Appendix C], can be similarly defined in our framework.
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5 Instance: Recurrent Neural Networks

In this section, we define recurrent neural networks (RNNs) [16] in our logical
framework. RNNs are often used to process sequential data or time series data
such as natural language [42]. A typical RNN consists of an input layer, a recur-
rent layer, and a fully-connected layer, in which the recurrent layer enables the
RNN to process sequential inputs of any length with shared parameters. The
main challenge to characterize the dynamic computation of RNNs is to specify
the propagation on the recurrent layer.

Propagation on the Recurrent Layer. The computation flow on the recur-
rent layer, in the form of hidden state vectors, can be regarded the same as
feature vectors in FNNs by unrolling the recurrent layer step by step. The recur-
rent layer processes the information from the sequential input by incorporating
it into the hidden state which is passed forward through time steps.

We can formulate the unrolled recurrence after l steps as hl = f(hl−1, xl)
where hl and hl−1 represent the hidden state vectors at step l and the previous
step l − 1, xl indicates the input vector at step l, and f represents the transfor-
mation function on the recurrent layer. The number of unrolled hidden layers
then depends on the length of the input sequence. However, unlike FNNs, the
RNN transformations across the unrolled hidden layers are shared with (1) fixed
weight matrices: hidden-to-hidden matrix Mhh and input-to-hidden matrix Mxh,
(2) fixed bias vector bh, and (3) fixed activation function σh.

The challenge to characterize the propagation on the recurrent layer is that
for each unrolled hidden layer, different input vectors corresponding to one spe-
cific token (or word) of the input sequence are involved. The Term sort is useful
to address this challenge, since it is designed to capture the vector representation
at different layer positions. For an input sequence tin = (tin1 , tin2 , · · · , tinL), we use
eval(tin, l) to specify the input vector tinl fed to the recurrent layer at time step l
(i.e., unrolled hidden layer l).

The forward propagation of hidden state vectors can then be specified by
adding the transformation of a proper input vector at each layer position. Gen-
erally, for an input sequence tin, the forward propagation to hidden layer l for
1 ≤ l ≤ len(tin) is defined as:

hl = σh(Mhh · hl−1 + Mxh · tinl + bh)

Propagation on the Fully-Connected Layer. The dynamic propagation of
the hidden state vector on the recurrent layer is generally followed by a fully-
connected output layer for many-to-one prediction tasks. The forward propaga-
tion from the last hidden layer position len(tin) (decided by the length of the
sequential input) to the output layer demonstrates the same behaviors as FNNs.

Specifically, the forward propagation to the output layer in RNNs is charac-
terized by a hidden-to-output weight matrix Mhy and a bias vector by. Generally,
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the dynamic transformation to the output layer can be defined as:

yl = Mhy · hl−1 + by

The same as FNNs, only linear transformations are involved in the computation
on the output layer. The projection, addition and matrix multiplication symbols
naturally accommodate hidden state vectors of the unrolled recurrent layer.

Standard Models. Here we define the standard models of RNNs.

Definition 10. Let N be a recurrent neural network with an input layer, a
recurrent layer, and a fully-connected layer. A standard model MN for N with
respect to a sequential data tin consists of:

1. MN
Layer = {0, 1, · · · , len(tin)+1} is the carrier set of the Layer sort where layer 0

indicates the input layer, layers 1, · · · , len(tin) are the unrolled hidden layers,
and layer len(tin) + 1 indicates the output layer.

2. The next symbol is interpreted as MN
next, the unique function satisfying that

MN
eval(M

N
next(t), l) =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

h0 if l = 0

σh(Mhh · MN
eval(t, l − 1) + Mxh · MN

eval(t
in, l) + bh)

if 1 ≤ l ≤ len(tin)

Mhy · MN
eval(t, len(t

in)) + by if l = len(tin) + 1

3. Everything else is the same as Definition 8.

Now we have shown that RNNs integrated with loops/cycles can be defined
in the proposed logical framework in a consistent manner with FNNs, with slight
change to the carrier set of Layer sort and the interpretation of the next symbol.

6 Specifying Neural Network Properties

In this section, we present some common properties of neural networks and how
to formally specify them as patterns, in our unifying framework.

6.1 Robustness

The robustness of neural networks against adversarial perturbations has been
extensively investigated [5,12,18,21,29,48]. In general, the robustness property
states that, given an input x, a distance function Lp, and a distance bound ε, the
prediction of the neural network on the ε-neighborhood η(x,Lp, ε) of x where
η(x,Lp, ε) = {x′| ‖x′ − x‖p ≤ ε} is the same as the prediction of input x. This
is often referred to as local robustness. Note that in the following we formalize
the local robustness property in terms of vector constraints instead of using the
argmax function.



456 X. Zhang et al.

Example 1. Consider a neural network N with L+1 layers, input dimension s0,
and output dimension sL. Given an input-label pair (x0, y0), the local robustness
of N on the input x0 ∈ R

s0 with respect to an ε0 ∈ R
s0 neighborhood in terms

of L∞ norm can be specified as:

∀x ∈ R
s0 . (x ≤ x0 + ε0) ∧ (x ≥ x0 − ε0) →

∀1 ≤ j ≤ sL . eval(nextL(x)[y0], L) ≥ eval(nextL(x)[j], L)

6.2 Interval Property

The interval property [21,46] aims to analyze whether the outputs of a neural
network are restricted in a geometric region. A simple interval property is to
determine whether a real number ub or lb is a valid upper or lower bound for a
specific dimension of the output vectors on an input region.

Example 2. Consider a neural network N with L+1 layers, input dimension s0,
and output dimension sL. Given an input region [0, 1]s0 , the interval property
is to check whether lb is a valid lower bound for the k0-th component of the
network outputs on the input region. This interval property can be specified as:

∀x ∈ R
s0 . x ≤ 1 ∧ x ≥ 0 → eval(nextL(x)[k0], L) ≥ lb

where 1 and 0 denote the vectors in R
s0 where all the components are 1 and 0.

Neural networks can be regarded as programs that compute the function
results of the inputs. From this perspective, the aforementioned robustness
and interval properties can be viewed as special cases of functional correct-
ness which specifies the input-output constraints of the programs (neural net-
works). The specifications of such properties can be formulated in a unified
manner with respect to a pair of pre- and post-conditions in the form of
∀x . P (x) → Q(nextL(x)).

6.3 Monotonicity

The monotonicity property [50] focuses on the output monotonicity of a network
with respect to a user-specified subset of the inputs. Assuming that a neural
network is used to predict whether to give an applicant the loan, the network is
expected to guarantee that the prediction will be monotonically increasing when
the value of the applicant’s income increases and the other values are the same.

Example 3. Consider a neural network N with L+1 layers, input dimension s0,
and output dimension sL. Given that the domain-specific feature dimension is i0,
and the monotonic label dimension is k0, the monotonicity property is to check
whether the k0-th component of the network outputs is monotonic with respect
to the value of input feature i0. This monotonicity property can be specified as:

∀x1, x2 ∈ R
s0 . (x1[i0] ≤ x2[i0] ∧ (∀1 ≤ i ≤ s0 . i �= i0 → x1[i] = x2[i])) →

eval(nextL(x1)[k0], L) ≤ eval(nextL(x2)[k0], L)
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6.4 Fairness

The fairness property [19,41] generally constrains that the neural network’s pre-
diction should not be influenced by protected features such as gender, age and
race. There are many different formulations of neural network fairness. Here we
focus on the independence-based fairness, which states that the neural network’s
prediction is independent of the values of protected features. Note that we spec-
ify the values of protected features explicitly in the following to formalize the
independence-based fairness in a more straightforward manner.

Example 4. Consider a neural network N with L + 1 layers, whose input and
output dimensions are s0 and sL, respectively. Suppose i0 is the protected feature
dimension, Q is the set of protected feature values, and k0 is the specified label.
Fairness states that the k0-th component of the network outputs is independent
of the value of the protected feature i0, which can be specified as:

∀x1, x2 ∈ R
s0 . ((∀q1, q2 ∈ Q . x1[i0] = q1 ∧ x2[i0] = q2) ∧ (∀1 ≤ i ≤ s0 .

i �= i0 → x1[i] = x2[i])) → eval(nextL(x1)[k0], L) = eval(nextL(x2)[k0], L)

The exact equivalence on the prediction can be relaxed by introducing a
positive tolerance ε to the output difference, which is specified as:

∀x1, x2 ∈ R
s0 . ((∀q1, q2 ∈ Q . x1[i0] = q1 ∧ x2[i0] = q2)∧

(∀1 ≤ i ≤ s0 . i �= i0 → x1[i] = x2[i])) →
(eval(nextL(x1)[k0], L) ≤ eval(nextL(x2)[k0], L) + ε∧
eval(nextL(x1)[k0], L) ≥ eval(nextL(x2)[k0], L) − ε)

Neural networks can be viewed as data-driven systems, of which the execu-
tion on an input forms a trace, i.e., a sequence of vectors on the layers. We have
been familiar with ordinary properties that reason over a single execution of a
system. In contrast, the hyperproperty [8] reasons over a set of executions of a
system, instead of over a single one. The monotonicity and fairness properties
both involve examining pairs of executions, which renders them both as hyper-
properties. Compared with ordinary properties, hyperproperties are capable of
constraining complex relations among multiple execution traces of a system.

7 Conclusion

We present a unifying logical framework for the specification of neural network
behaviors by defining the linear operations, dynamic propagation, and temporal
operations as a matching logic theory. The key insight is to provide a general
framework to define formal semantics of neural networks with different activation
functions and network architectures, so as to offer good extensibility and flexi-
bility in the rapidly developing field of machine learning. We prove that existing
logic design ReTL can be faithfully defined in our framework. We also show
that the logical framework can serve as the specification formalism of important
network properties, such as robustness, interval, monotonicity, and fairness.
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